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Abstract: This paper proposes a new solution applicable to KI#1, KI#2 and KI#3. The solution describes, the AIoT device state in the UDM, network layer authentication and ID validation of the AIoT device in an AIOT-GW and the AIoT communication procedure.
1. Introduction/Discussion
The KI#1 includes the among others the following aspect to be studied: 
[bookmark: _Hlk158931529]-	System architecture identified along with the solutions for KI#2 and KI#3.
[bookmark: _Hlk158981264]-	Validation of the Ambient IoT Device identifier;
-	Whether and how to secure device operations and services for an Ambient IoT Device or a group of Ambient IoT Devices;
[bookmark: _Hlk158931681][bookmark: _Hlk158987526]The security protection of AIoT data can be categorized in the following way:
· Application layer security between the AIoT device and AIoT server. The application layer security is outside the scope of 3GPP.
· Network layer security between the AIoT device and network (NG-RAN and 5GC). The AIoT data/signalling transmitted to/from the AIoT devices may need to be security protected, i.e. encrypted and/or integrity protected. 
This solution proposes to apply network layer security protection between the AIoT device and a new NF called Ambient AIoT gateway (AIoT-GW) which is introduced in the 5GC control plane. The AIoT-GW also handles the AIoT information transfer from the 5GC to the AIoT devices. 
In particular, this solution applies for inventory AIoT service or other services where the destination of the AIoT data/signalling is either a group of AIoT devices or all devices subscribed for the AIoT service The main principles of the solution are as follows:
-	The security protection of the DL AIoT data/signalling is created in the AIoT-GW by applying the group/service credential(s) corresponding to the destination group/service ID. The AIoT device uses the preconfigured group/service credential(s) to verify the received DL AIoT data/signalling. 
-	The security protection of the UL AIoT data/signalling is created in the AIoT device by applying individual credential corresponding to the individual device ID. The individual device ID is transmitted together with the UL AIoT data. The AIoT-GW uses the device individual credentials from the AIoT device subscription data to verify the device individual ID and the UL AIoT data/signalling.

2. Text Proposal
It is proposed to capture the following changes to TR 23.700-13.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * * 
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc153792592][bookmark: _Toc153792677][bookmark: _Toc157661583][bookmark: _Toc16839382][bookmark: _Toc23254045][bookmark: _Toc97057180][bookmark: _Toc97266758][bookmark: _Toc104302605][bookmark: _Toc104359571][bookmark: _Toc104872764][bookmark: _Toc104302541][bookmark: _Toc104359507][bookmark: _Toc104872691]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	Key Issue #1
	Key Issue #2
	Key Issue #3

	#1
	
	
	

	#2
	
	
	

	#X
	x
	x
	x




* * * * Second change * * * *
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc148441676][bookmark: _Hlk158987995]6.x	Solution #X: AIoT device authentication, ID validation and AIoT communication
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc148441677]6.x.1	Key Issue mapping
[bookmark: _Toc92875662][bookmark: _Toc93070686]This solution addresses the following requirements: 
[bookmark: _Hlk155695898]-	from Key Issue #1 the requirement: 
-	System architecture identified along with the solutions for KI#2 and KI#3. 
-	Validation of the Ambient IoT Device identifier;
-	Whether and how to secure device operations and services for an Ambient IoT Device or a group of Ambient IoT Devices;
-	from Key Issue #2 the requirements:
-	Study whether subscription management, registration management and/or connection management are necessary for an Ambient IoT Device or a group of Ambient IoT Devices, and if so identify the necessary state machine(s), procedures and functionality considering the Ambient IoT Devices capability and characteristics.
-	Study whether and how reachability and paging apply to Ambient IoT Device(s) considering the Ambient IoT devices capability and characteristics, and if so, what are the impacts.
[bookmark: _Hlk155708094]-	from Key Issue #3 the requirements:
-	Study how to support information transfer for Ambient IoT services and related system functionality, including the information transfer for an Ambient IoT device and for a group of Ambient IoT Devices.
NOTE:	Including whether there is a need to support session based transfer between Ambient IoT Device and the network considering the device types and capabilities.
-	Study which of the enabled Ambient IoT services are exposed to AF and how, e.g. for the case AF requests Ambient IoT service for an Ambient IoT Device and for a group of Ambient IoT Devices.
[bookmark: _Hlk158974519][bookmark: _Toc148441678]6.x.2	Functional Description
[bookmark: _Hlk149924914][bookmark: _Toc92875663][bookmark: _Toc93070687]The security protection of AIoT data can be categorized in the following way:
· Application layer security between the AIoT device and AIoT server. The application layer security is outside the scope of 3GPP.
· Network layer security between the AIoT device and network (NG-RAN and 5GC). The AIoT data/signalling transmitted to/from the AIoT devices may need to be security protected, i.e. encrypted and/or integrity protected.
This solution proposes to apply network layer security protection between the AIoT device and a new NF called Ambient AIoT gateway (AIoT-GW) which is introduced in the 5GC control plane. The AIoT-GW also handles the AIoT information transfer from the 5GC to the AIoT devices.
The assumed architecture for AIoT device authentication and communication is shown in Figure 6.X.2-1. The architecture covers both topology 1 and topology 2 as introduced in Architectural Assumptions in clause 4.1. The AIoT reader includes either a UE as intermediate node or base station (BS) node. 
It is assumed that the AIoT reader and the AIoT-GW establish an association for AIoT communication as follows:
· The BS acting as AIoT reader establishes a N2’ association with the AIoT-GW where the protocol used on the N2’ association may be a different from NGAP or simplified NGAP.
· The UE acting as AIoT reader is registered with the AMF via the N1 interface. The communication between the UE and AIoT-GW is not in the scope of this solution, i.e. will be described in solutions for topology 2 (e.g. the UE may exchange with the AIoT-GW via a PDU Session or the AMF may register the UE with the AIoT-GW like registering with the SMSF, etc.). 


[bookmark: _Hlk158932658]Figure 6.X.2-1:  Assumed architecture for AIoT device authentication and AIoT communication
In particular, this solution applies for inventory AIoT service or other services where the destination of the AIoT data/signalling is either a group of AIoT devices or all devices subscribed for the AIoT service The main principles of the solution are as follows:
-	The security protection of the DL AIoT data/signalling is created in the AIoT-GW by applying either 1) the group/service credential(s) corresponding to the destination group/service ID or 2) the credentials corresponding to the destination individual AIoT device ID. The AIoT device uses the preconfigured credential(s) corresponding to the destination ID (i.e. either group ID or individual ID) to verify the received DL AIoT data/signalling. 
-	The security protection of the UL AIoT data/signalling is created in the AIoT device by applying individual credential corresponding to the individual device ID. The individual device ID is transmitted together with the UL AIoT data. The AIoT-GW uses the device individual credentials from the AIoT device subscription data to verify the device individual ID and the UL AIoT data/signalling.
It is further proposed that the AIoT devices do not implement USIM module, do not register with the 5GS and no CM state is maintained in the 5GS. The UDM/UDR is provisioned with AIoT device subscription data which may contain (in addition to the identifiers and credentials) a status and location for the device. The status and location of the AIoT device can be updated in the UDM by the AIoT-GW when the AIoT device sends AIoT data/siganlling.
Editor’s Note:	The storage of AIoT device subscription in the of UDM/UDR is intended for the use case of network-controlled authentication/verification of the AIoT device. This assumption of network-layer security for the AIoT device will be evaluated during the conclusion phase.
Editor’s Note:	This solution assumes 1) the transmission of the IDs over the radio interface without encryption and 2) the use of static group credentials for security protection (e.g. configured in the UDM/UDR and AIoT device). Coordination with the SA3 WG is needed to verify the feasibility. 
[bookmark: _Toc148441679]6.x.3	Procedures
The Figure 6.X.3-1 describes the signalling flow for the authentication and ID validation of AIoT devices and secure AIoT communication.


[bookmark: _Hlk158988128][bookmark: _Hlk158988046]Figure 6.X.3.1-1:  Signalling flow for the authentication and ID validation of AIoT devices and secure AIoT communication
The detailed description of the steps is provided as follows:
0a.	The AIoT device is (pre-)configured with a device individual identifier and corresponding credentials, as well as with group/service identifier and corresponding credentials.
-	Device individual ID and corresponding credentials are used for the security protection of the individual ID and the AIoT data destined to the individual ID. The device ID may be in the format of <hardwareID@MNO-ID> or <hardwareID@manufacturer-ID>.
-	Group (or service) ID and corresponding credentials are used for the security protection of the group ID and AIoT data destined to the group ID. The group/service IDs may be in the format of <applicaitonID@SP-ID> wherein the SP-ID is the service provide ID or AIoT AF/AS ID.
0b.	The UDM/UDR is provisioned with subscription data for each AIoT device, for which the AIoT service is enabled in the communication system. The AIoT device subscription data can include the following parameters:
-	Individual device ID and corresponding credentials for security protection;
-	a list of AIoT services (or applications) for which the device is subscribed, including the group/service IDs and corresponding credentials for security protection.
-	a status of the individual ID validation, e.g. the status being success or failure. This status may be updated by the AIoT-GW when the AIoT-GW performs verification of the individual device ID, e.g. when the AIoT device sends UL AIoT data.
-	enabled or disabled state for the AIoT device. It means whether the AIoT device is allowed or not allowed to transmit AIoT data or to be on service.
-	location information of the AIoT device, e.g. last AIoT reader node ID or AIoT cell ID.
1.	The AIoT-GW is triggers DL data/signalling to the AIoT device. This may be triggered by data received from the AIoT AF/AS. The request from the AIoT AF/AS can include: AIoT Session ID, list of destination transmission areas, destination Group ID or list of Device IDs, AIoT data (e.g. containing a “command” to the device) which may include the AIoT service type, priority for the AIOT data transmission, reporting AIoT AS address.
2a.	The AIoT-GW may retrieve from the UDM either the AIoT device subscription data (if device individual ID is included instep 1), or service/application subscription data or both.
2b.	The response from the UDM may include the information described in step 0b.
3.	The AIoT-GW stores the IoT data/signalling for DL transmission. In this sense, the AIoT -GW applies the store-and-forward functionality for DL data.
4.	The AIoT-GW can send a response to the AIoT AF to acknowledge (or indicate failure) that the AIoT data/signalling from step 1 has been authorised and stored for DL transmission.
5.	The AIoT-GW creates DL AIoT signalling for transmission or store the AIoT data received received in step 1. The AIoT signalling is meant to be processed by the AIoT reader node which performs the AIoT radio transmission. The DL AIoT data/signalling may contain:
-	destination identifier, e.g. individual device ID or group ID.
-	service/application identifier, e.g. AIoT service ID, which is meant to identify the AIoT application at the AIoT device, since there may be multiple AIoT applications installed or running at the AIoT device.  This identifier may further include a port ID of the AIoT application. 
-	DL Message Authentication Code (MAuC) corresponding to the destination identifier, 
-	DL AIoT signalling or DL AIoT data. The difference is that the AIoT signalling is used for inventory type of service where no data/command is written in the AIoT device, whereas the AIoT data carries a data/command to be written or stored in the AIoT device. 
-	destination transmission area, priority, etc..
The AIoT-GW also selects an AIoT reader node (e.g. BS or UE as intermediate node) to which to forward the request for AIoT data/signalling transmission.
6.	The AIoT-GW sends the AIoT data/signalling request message to the selected AIoT reader. The AIoT data request message may the parameters listed in step 5.
7.	The AIoT reader transmits the received AIoT data or AIoT signalling over the radio interface to the AIoT device.
8a.	The AIoT device verifies whether the authentication code (e.g. MAuC) and the destination identifier (device ID or group ID) are correct by using the credential as described in step 0a.
8b.	The AIoT device creates an UL AIoT data/signalling for transmission (e.g. for backscattering). The UL message or PDU is transmitted using the individual device ID and security protected by UL MAuC created with the credentials corresponding to the individual device ID. 
9.	The AIoT reader can create and sends an AIoT report to the AIoT-GW. The AIoT report includes the device ID, UL MAuC, AIoT service ID, AIoT data/signalling, AIoT reader ID (e.g. including the location identifier).
10.	The AIoT-GW verifies the Device ID and/or UL MAuC using the credentials for the individual device ID (e.g. received in step 2b).
11.	The AIoT-GW creates and transmits a notification message to the AIoT AF/AS which includes AIoT Serving ID, AIoT signalling result (Device ID, status (e.g. type of good to which the device is attached), ID verification failed/succeeded), AIoT device location.
12.	The AIoT-GW can update to the UDM for the AIoT device ID status (e.g. verified ID) or device location.
[bookmark: _Toc148441680]6.x.4	Impacts on existing services, entities and interfaces
The following NFs and interfaces are impacted:
-	AIoT-GW: a new NF with the functionality described in clause 6.x.2.
-	AIoT reader (BS or UE as intermediate node): supporting 1) AIoT capabilities to communication with the AIoT devices and 2) capabilities to receive and store AIoT signalling/data from the an AIoT-GW and to transmit AIoT report to the AIoT-GW.
-	UDM/UDR: store AIoT device subscription data and AIoT application subscription data.

* * * * End of changes * * * *
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